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1. Contents

This trial release of the uPD720133’s solution includes security feature. It provides a password
lock to the IDE device of the HDD. The information of the HDD is protected even if the HDD is
removed from the "USB2.0 to IDE Bridge" system.

2. Deliverable

In this deliverable, a security patch program and its application software are provided.
The Trial version application uses NEC's vendor ID during installation.

- Secure patch secure.epd 1,152Byte
- Installer Execution file: install.exe 299,908Byte
- Installer Data file: install.cab  217,445Byte

3. Usage

Hardware composition:
GPIO5 and GPIO6 are short-circuited.
The execution of this application is rather simple. Verification can be done on the
application board ET-0182.

Patch Setting:
Vendor ID is 0x0409.
The function of GPIO (SCSI Command), SCSI Through ATA and Removable are chosen.
The Secured Firmware Patch is “secure.epd”.

For application’s usage method, please refer to the attached sheet.
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4. OEM

Customer will need to evaluate and confirm the released application. The options on the
application should be set according to their product's requirement. The parameters in the
application that need to be set include Product’'s Vendor ID, Device ID, Bit assigns of the used
GPIO. Itis also necessary to customize product’s Agreement document, icon and copyright.

1. Sets Bit assign Level of used GPIO.
2. Sets Product’s Vendor ID and Device ID.
3. Customize of product’'s Agreement document, icon and copyright.

5. Flow of OEM

The following approach (flow) are recommended:
1. Customer needs to verify the operation of trial version application on their
system.
2. Customer needs to agree and consent to a document which include the
following contents:

- Nothing in the application shall be construed as conferring any right or license
under any copyrights, patents, trademarks or other intellectual property rights
of NEC Electronics Corporation or any third party. NEC Electronics Corporation
assumes no responsibility for infringement of copyrights, patents, trademarks or
other intellectual property rights of a third party by or arising from the use of
information.

- The use of this application in the customer's equipment for design, development
or any other purpose shall be undertaken under the full responsibility of the
customer. NEC Electronics Corporation assumes no responsibility for any
losses incurred by the customer or third parties arising from the use of this
information.

etc.

3. The customer presents to sales customize demand document <Appendix 1>.
4. Customization of application.
5. The customize product is exhibited to customer.

6. Note
Support 0S is Windows98SE, Windows 2000/XP.
Windows98SE driver is NEC Electronics release driver only.

IT the HDD is set as removable disk. HDD cannot format as NTFS, and with not more than
one partition.



< Appendix 1>

Customization Request

The following customizations of PC Application are required:

Company Name

Department Name

Name

Request

Customer = s Vendor ID 0x
Customer = s Device ID 0x
GP10 Assign connect to GP106 GP107 GPI05

GPIO Active Level

LOW-Active HIGH-Active

Use consent document

Please attach the file of rtf form.

Copyright Description

Icon

Change Not Change
Please attach of an icon file at the
selection change.

Note
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1. Introduction

This application executes password lock or password unlock for HDD Security.

2. Installing Unplug Tool

When execution a device at the time of connection, Please check to make shortcut on
[STASRTUP]. It performs automatically upon the next PC startup.

Secure Tool

Trial Version
for uPD720133(USB2.0 to IDE bridge)
sl

nr'r:vrrrr--lmrr“:r'lr 1TnIITIJI T'I” "'”‘T"'.-nP'" YOU SHOULD: CAREFLLLY READ T'I"F

8H " [ ACCEFT W ¥ T
FLEASE PLUSH * | REFLIGE .ﬂ L REMOE 'H'.-E THE .-|LL 4 ';I"'I oF 'HI‘ .1(.-"1:‘ MEMT

Softwsre End User Lacens= Agresmenl
sade by and belwem You, cuslomer of o Deonces delimed bedow amd NEC
= Corporstion ("CORP 'U-» . having & principal place of business st 1753, Shimonumabe,
Makahara h Favwasia, Kamagiwa 2 X

1. Defirtaen
A uped in this Agresment, the folowing terme shall hawe the meanings oot forth belosr

l suce e, that wFDT 200 33

I Soltware” moans thal secure ool 133apa exe, dint dll, dI93. 40 &nd ther sccompangng ookne
documenis

= 1 ACCEPT

=
Destination Falder
 IREFUSE EAProgram FilesiSecure Tool

¥ Make shortcul on deskop.

™ Make shartcut on [PROGRAMS].

F Make shartout on [STARTUF].

Please click Secure Tool after completing installation.

nstall x|

Congratulations
Secure Tool Installation completed.

Please execute 133api.exe,

3. Running Secure Tool
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This application is displayed on the right-hand side of taskbar after execution.

i (& Si

Disconnected Icon Locked Icon Unlocked Icon

Following Menu is displayed when taskbar application clicked. And Security function can be
performed.

Login (=3.4)

/Change the password (=3.2)

Loein .
Change the Pazsword — /Setup Security Mode ->3.1

Setup Security Mode —
Dizable Security Function . . .
_Lost the Password — Disable Security Function (=3.3)

About Securty Application \\
Exit Application etup New password when lost the password (=3.5)

Display about Application Version
Exit Application
Don't open two or more dialogs of each menu.

When Security is effective and there is a device for security, Login will not be allowed. If the left
click of the task tray icon is executed, Login dialog will be displayed.

If HDD security is set as high mode, the data will not be erased when the user lost his/her
password. (If the HDD security is not set to the Maximum mode, the data must be erased at
the time of Password Lost.)
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3.1 Security Setup

Setup User Password and Master Password to device (include uPD720133).

Master Password functioned as a spare password in case the user forgot his/her Password.
The setup of Master Password is optional. When the "Setup the Master Password is checked,
the following dialog is displayed :

Ilzer Paszword:
|:mc:nc

Pleaze retvpe:
|:mc:nc

0] 4 I Cancel

[T Setup the Master Passwaord

Mew Master Pagzword:
|:mc:nc

Pleaze retvpe:

|=mcac*

Master Password is not set up if the "Setup Master Password" is not checked.

This function operates in the state where a password is not effective.
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3.2 Password Change
Change User Password to device (include uPD720133).

The following dialog is displayed in this operation. It prompt the user to enter the old password
as well as the new password for confirmation.

2ld Uzer Password:
I****

MHew Uzer Password:
I****

Pleaze retype:
|*:+c**

] I Cancel

This function operates in the state where a password is effective.

3.3 Security Disable
Disable Security Function to device (include uPD720133).

The following dialog is displayed in this operation. User needs to enter the password to disable
the security function.

Dizable Security x|

Ilzer Faszword:
| |:ncm

(0] 4 I Cancel
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3.4 Login

Unlock Security Function to device (include uPD720133).

The following dialog is displayed in this operation. User needs to enter the password to
unlocked the security function.

1=

Logir: Enter the User Password:
I****

Ik I Cancel

3.5 Security Lost

When User Password is Lost, user can used Master Password Login to re-setup a new user
Password .

Lozt the Pazsw EI

Master Password:
|:ncm

Mew Uszer Pazzward:
I****

Pleaze retype:
|:nc**

Ik I Cancel

Note

Support OS is Windows98SE, Windows 2000/XP.
Windows98SE driver is NEC Electronics release driver only.

When the HDD is set as removable disk, the HDD cannot format as NTFS, and cannot have
more than one partition.

End
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